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The aim of this study was to understand how voters’ perceptions of voting system security might be 
impacted by the addition of actual security features and fake security features (i.e., security theater) to a 
voting method. In the context of voting, positive perceptions of security might be more important than 
security itself because voters must feel voting systems are safe enough to keep their votes secure and 
anonymous, or else they might choose to avoid participating in an election—potentially impacting election 
outcomes.  To investigate this problem, 90 Rice University undergraduate students participated in a mock 
election using one of three systems, each associated with differing levels of security: a standard paper 
ballot, a paper ballot enhanced by end-to-end (e2e) security mechanisms, and a paper ballot that included 
fake security mechanisms to give the feeling of enhanced security without actually making the system 
safer. After voting, each participant completed a survey that included questions about voting system 
security to understand if one system was perceived to be more secure than another. In this study, 
participants rated the paper voting method with advanced e2e security to be the most secure; both the 
traditional paper ballot and security theater ballot were found to be the least secure. In summary, the 
advanced security features positively impacted voters’ perceptions of system security—indicating that 
people accurately assessed the safety of the provided voting method. This finding is promising and suggests 
that during real elections, there is the potential for voters to assess accurately a system’s security and then 
act-on and make decisions based on this information. 

	
	

INTRODUCTION 
 Positive perceptions of voting security might be more 
important than security itself. No matter how secure a voting 
system theoretically might be, voters must trust their voting 
system’s security enough to participate in an election. When 
United States voters complete their ballot, they are providing 
confidential information in the form of their candidate or 
proposition selections, which may—or may not—align with 
the majority of voters’ beliefs and/or how other people want 
them to vote. Accordingly, voters must trust the system to 
keep their votes anonymous and not record any type of 
identifying information that could link them to their ballots 
(Oostveen & Van den Besselaar, 2014). Voters must also 
believe a system will record their votes correctly and keep this 
information safe so that their selections, along with everyone 
else’s, will count towards an accurate final tally that ultimately 
impacts election outcomes. If voters suspect any type of 
security flaws, then they might not see the point in 
participating in an election—resulting in disenfranchisement, 
potentially impacted election results, and possibly an overall 
lack of confidence in the resulting government and policies 
(Acemyan et al., 2014; Oostveen & Van den Besselaar, 2014).  
 There are many reasons a voter might question their 
voting method’s security and integrity. A voter might be 
concerned with electoral fraud due to inadequate security that 
results in ballot stuffing, the ability of a voting machine to 
undetectably misrecord or change votes in favor of a particular 
candidate,  or the possibility of  someone (an unscrupulous 
election official or a hacker) deleting ballot data, destroying 
ballots, or tampering with voting methods so that the winner is 
predetermined—to give some examples (for a brief overview 
see, Thompson, 2008). Conversely, a system might 
theoretically be very secure, as is the case with the newer e2e 

voting systems (e.g., Adida, 2008; Bell et al., 2013), but voters 
might be more concerned about voting security after using 
them, as the e2e systems can highlight security vulnerabilities 
by making users active participants in system security as they 
execute a series of novel voting procedures (Acemyan et al., 
2015). For instance, with Prêt à Voter, voters detach their 
selections from their ballot’s candidates lists and then shred 
the lists to anonymize the ballot and protect their privacy 
(Ryan et al., 2009). In the case of Scantegrity, voters use 
decoder pens to reveal invisible ink codes inside selection 
bubbles so that they have the ability to verify that the system 
recorded their votes correctly after polls close (Chaum et al, 
2008). With procedures like these, voters’ attention might be 
drawn towards potential security vulnerabilities, which these 
types of systems try to address (Acemyan et al., 2015), but in 
the process, voters could actually become more concerned 
about voting security, thereby hypothetically reducing their 
confidence in the system. 
 As can be seen, it is essential that systems are designed so 
voters perceive them to be secure. Yet, the best means to 
leverage positive perceptions of system security have not been 
studied in the context of voting. In other areas like e-
commerce security (e.g., Park & Kim, 2003), research has 
shown that visual cues like a security lock displayed next to a 
web address, security logos shown on the webpage, and text 
describing security measures used to keep data safe all 
increase user perceptions of security, even when the displayed 
security elements are fake and do nothing to actually increase 
security. Therefore, using security theater, as just described, 
might also be an option when approaching the optimization of 
voting system security perceptions so that voters freely engage 
with their assigned voting method.  
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 The aim of this study was to understand how voters’ 
perceptions of voting system security might be impacted by 
the addition of actual security features and fake security 
features (i.e., security theater) to a paper ballot voting method. 
To explore this issue, participants voted in a mock election 
with one of three voting systems, each associated with varying 
levels of security, and then responded to a series of survey 
items about their perceptions of voting system security. The 
findings from this study will begin to reveal under what 
conditions voters have the greatest level of confidence in 
voting security, and if security theater hurts or helps their 
confidence. The findings from this research can be used in the 
design and selection of voting systems so that subjective 
perceptions of security can be optimized in a voting 
environment. 
 

METHODS 
 

Participants 
 
90 U.S. eligible voters (i.e., U.S. citizens who are 18 

years or older) were recruited through Rice University’s 
undergraduate subject pool. Subjects were awarded partial 
class credit for their participation in the study. Twenty-nine 
participants were male, 60 were female, and one person 
specified, “other.” The mean age was 19 years, with a range of 
18 to 29 years. Forty percent of participants were Caucasian, 
33% Asian American, 8% multiracial, 7% Hispanic or Latino, 
and the rest were African American, Native American, and 
Mexican American or Chicano. This study’s participants had 
little previous national election experience, as the mean 
number of national elections previously voted in was 0.4, with 
a range of 0 to 3 elections. Many had participated in other 
types of elections (e.g., state, local, school), with the mean 
being 2.28 elections and a range of 0 to 50 elections. 

 
Design and Materials 

 
The study was a between-subjects design with random 

assignment of 30 participants to each of three conditions. The 
three conditions differed by the voting system used in a mock 
election and were associated with different levels of security: a 
standard paper ballot (one of the least secure), a paper ballot 
enhanced by end-to-end (e2e) security mechanisms (one of the 
most secure), and a paper ballot that included fake security 
features to give the impression of enhanced security without 
actually doing anything to make the system safer (one of the 
least secure; a ballot with security theater is no more secure 
than the standard paper ballot).  

All ballots were composed of six paper cards and based 
on the same design. The ballots listed each race/proposition 
and its corresponding candidates/text in a single column. A 
square selection box was displayed to the right of each 
possible selection (see Figure 1). To complete the ballot, 
voters selected one choice for each race and proposition by 
placing an “X” in the corresponding box. So that voters did 
not have to decide how to vote, they were given a list of 
candidates for whom they should vote. This procedure has 
been used in numerous previous voting studies without 

impacting results (e.g., Acemyan et al., 2014; Byrne et al., 
2007). 

Figure 1. Paper Ballot Design 
 

 
 

To vote in the mock election with the standard paper 
ballot described in the previous paragraph, participants would 
complete their ballot and then place it in the ballot box. This 
paper ballot method was selected because it is one of the 
simplest, low-tech systems used in real elections. Moreover, it 
is a voting method that is familiar to many voters. As for its 
level of security, it is one of the least secure methods used in 
this study, because the voters’ selections could be visually tied 
to that particular voter. Furthermore, once the ballot is placed 
in the box, there is no way to verify that the individual ballot 
is counted accurately or that the votes impact the final election 
outcome.  

The highly secure e2e voting system used in this study 
was a version of Prêt à Voter (PaV). This system was selected 
for this study because versions of it have been used in a 
variety of different elections, including Australia’s November 
2014 Victoria State election (Shneider, 2015). At first glance 
PaV appears to look like the standard paper ballot described in 
the paragraph above. Yet upon closer inspection, numerous 
security features and procedures have been incorporated to 
both preserve voter privacy and give voters a means to check 
on their cast ballot. To vote with PaV, voters first complete 
their paper ballot. Second, they detach their selections from 
the list of randomized candidates along a perforated line 
running vertically along the center of the ballot, then they 
shred the candidates list. This step helps keep the voter’s 
selections anonymous. Fourth, the voter walks over to a ballot 
casting station and inserts their ballot into a scanner, which 
helps keep track of votes electronically. The ballot is then 
placed in a ballot box so that there is a back-up paper record. 
Fifth, a receipt is automatically printed by the system. This 
receipt displays scanned images of each cast ballot card, a 
unique ballot ID associated with the cast ballot, and an 
election web address that can be used at a later time to verify 
votes. At this point the voting process has concluded. 
However, if a voter would like to verify that their cast ballot 
has been received and counted by the system, a voter can 
navigate to the election website, enter their ballot ID, and view 
images of their cast ballot cards. Additional system security 
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features and procedures like these theoretically make the 
system voter verifiable without compromising privacy.  

The third voting method used in this experiment was a 
paper ballot that included fake security features, or security 
theater. This system used the standard paper ballot, but visual 
security icons and text were added to the ballot, along with a 
security icon on the ballot box (see Figure 2). These security 
features were intended to make the system look like it had 
special security features, but nothing about these visual 
elements increases the actual security of the voting method. 
These specific features were added because previous studies 
have found that simple visual additions like a lock or text 
stating that a system is secure can increase users’ perceptions 
of security (e.g., Park & Kim, 2003) even though the added 
features performed no function. To vote with this security 
theater method, voters completed their ballot and then placed 
it in the ballot box, just like the first paper ballot system 
described. 
 

Figure 2. Instruction Page for Security Theater Ballot 
Showing Security Logo and Statement  

 

 
Note: All systems included instruction cover pages, however only the security 

theater method included the additional security logo and statement features. 
 
Dependent Measures 

 
The dependent measures included demographic and 

background questions, 30 security items responded to on a 5-
point Likert scale that covered all facets of voting security 
(e.g., accuracy, transparency, anonymity, and reliability), an 
overall security score obtained by calculating the mean of the 
30 security items, and open-ended questions about the 
system’s security—such as “While voting, did you notice any 
voting system security features? If yes, what were they?” and 
“Are you more confident or more suspicious in voting security 
after using this system.”  
 
Procedures 
 

After completing IRB approved informed consent, 
participants were told that they would be voting in a mock 
election and should vote for the set of candidates shown on the 
list handed to them. Next, they voted using their assigned 

voting method. Then, they completed a final survey packet. 
Last, they were debriefed and thanked for their time. 
 

RESULTS 
 

One of the most important issues in this study was to 
determine if voters find one system to be more secure than the 
others. As can be seen in Figure 3, voters found the highly 
secure, e2e voting system—PaV—to be the most secure, F(2, 
86) = 5.01, MSE = 0.284, p = .009, 𝜂"# = 	 .10. After running 
comparisons for all pairs using Tukey-Kramer HSD, there was 
not any evidence to support a statistically reliable difference 
between the traditional paper ballot and the security theater 
voting method, both of which were rated to be less secure than 
PaV. These results highlight that voters perceived the voting 
system that was actually the most secure to be the most secure. 
As for the two other systems, they were both perceived to be 
less secure than PaV. These findings suggest that voters in this 
study accurately assessed voting system security. 
 

 
Figure 3. Mean Perceived Security Rating as a  

Function of Voting System 
 

Participants were also asked, “While voting, did you notice 
any system security features? If yes, what were they?” Table 1 
shows their free responses by voting system. As can be seen, 
participants recognized many of PaV’s unique security 
features, such as shredding the candidates lists and the 
optional use of the receipt to verify their ballot was cast. The 
voting booth privacy screen and locked ballot box were 
mentioned across all three methods at high rates. As for the 
security theater voting method, it had the highest percentage 
of subjects indicating that security features were absent, and 
overall it had fewer identified security elements than the 
standard paper ballot. This highlights that participants pointed 
out fewer security elements when fake security assurances 
were added to the system. 
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Table 1. Number of Times Participants Identified the Security 
Feature by Voting System  

 
 Voting System 

Security Feature PaV 
Paper 
Ballot 

Security 
Theater 

Voting Booth Privacy Screen 10 20 20 
Candidates List Shredded 20 N/A N/A 
Anonymity 2 1 0 
Randomized Candidates List 2 N/A N/A 
Scanned Ballots and 
Electronic Tally 

2 N/A N/A 

System Issued Receipt 3 N/A N/A 
Ballot ID/Verification Code 1 N/A N/A 
None 4 6 10 
Locked Ballot Box 4 9 7 

Ballot Distributed in a Sealed 
Envelope 

2 N/A N/A 

Voting Booth Placement 0 2 0 

Being Able to Change 
Selections While Voting 

1 0 0 

Security Company 
Monitoring Voting Process 

N/A N/A **1 

Note: N/A = Security feature not offered by a particular system; ** = 
Security theater element 

 
Another open-response question asked of participants 

was, “Are you more confident, or more suspicious, in voting 
security after using this system? Why?”  Table 2 shows 
responses by voting system. A visual examination of the data 
reveals that PaV boosted voter confidence more often than 
making it worse or causing no change. However, there was not 
a statistically significant result to support this claim, 𝒳# (2, N 
= 30) = 5.00, p = .082. As for the paper ballot and security 
theater methods, most participants thought that after using 
them, their confidence in voting security was neither boosted 
nor reduced (𝒳# (2, N = 30) = 15.00, p = .001 for paper and 
𝒳# (2, N = 30) = 21.80, p < .001 for security theater).  
 

Table 2. Number of Participants Indicating That They Felt 
More Confident, More Suspicious, Or Neither After Using 

Their Assigned Voting System 
 

 Perception of Voting Security 

System More Confident More Suspicious Neither 
PaV 15 5 10 
Paper Ballot 5 5 20 
Security Theater 5 3 22 

 
Table 3 displays the top three reasons why after voting 

participants felt more confident, more suspicious, or neither 
more confident nor more suspicious in voting system security. 
As can be seen, detaching and shredding the randomized list 
of candidates and having the option for voters to check on 
their cast ballot after polls close are two features unique to 
PaV that made participants feel more confident in voting 
security. At the same time, other participants still felt that after 
using PaV, it is not clear what happens to votes once their 
ballot is cast and that there is still the potential for hacking—

meaning that the system failed to convey to voters how it is 
theoretically a major improvement in voting security over 
using a paper ballot method.  

Alternatively, a system like PaV that involves several 
novel steps to vote (and increase security) might prime system 
users to think about voting weaknesses in general. Perhaps the 
method brings attention to potential security issues that voters 
did not previously worry about. 
 

Table 3. Top Three Reasons Why Participants Felt More 
Confident, More Suspicious, or Neither as A Function of 

Assigned Voting System 
 

  Voting System  

Top 
Reasons PaV Paper Ballot Security Theater 

More 
confident 

   

1 No explanation  Voting is 
anonymous 

No explanation  

2 Ability to detach 
and shred list of 
candidates 

System is simple 
and secure 

Cannot alter hard 
copy ballots 

3 Being able to 
verify votes 

Locked ballot box Locked ballot 
box 

More 
suspicious 

   

1 Unclear what 
happens to votes 
after ballot casting 

Many potential 
security issues 

Anyone can 
tamper with 
paper ballots 

2 Potential for 
hacking 

No explanation  Many potential 
security issues 

3 Procedures cause 
worries about 
general voting 
security 

Unclear what 
happens to votes 
after ballot casting 

Anyone can see 
votes  

Neither    
1 Cannot prevent 

every possible 
security issue / 
anything can 
happen 

Uses basic voting 
process 

No explanation 

2  Voting is generally 
safe 

 

3  No explanation  

 
In contrast to PaV, the system properties that increased voter 
confidence when voting with both a paper ballot and a paper 
ballot enhanced by security theater are not system specific, as 
they are applicable to most generic paper voting systems. 
Examples given by the participants included anonymous 
voting and ballots placed in a locked ballot box, highlighting 
simple, expected security measures were enough to boost 
confidence in some users of these systems.  

The security theater elements seemed to do nothing to 
enhance voter confidence in security, and in some cases, it 
possibly degraded perceptions. Participants expressed that 
they were worried about the many potential security issues, 
voter privacy, and what exactly happens to their ballot after it 
is cast. Accordingly, it might be best to stick to real security 
measures rather than try to falsely enhance confidence when 
security improvements have not been implemented. 
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DISCUSSION AND CONCLUSION 
 

 Based on the findings from this study, the most secure 
system tested—the e2e voting system called Prêt à Voter 
(PaV)—was perceived by users to actually be the most secure. 
As for the other two systems that were equally less secure—
the paper ballot and the paper ballot enhanced by security 
theater—voters found these to be the least secure. Across all 
systems, various security elements increased and decreased 
voter confidence in voting system security, indicating specific 
cues that might impact subjective security across users. 
 There are several possible explanations for these findings. 
For one, it appears that the voters were able to actually tell if 
their system was secure or not. This would be advantageous 
because advanced, cryptographically secure systems that 
provide a significant security improvement over many current 
voting systems (e.g. like paper ballots and electronic voting 
systems such as the eSlate) might then be trusted more, just as 
system developers hope they would be (Adida, 2008). At the 
same time, voters do not appear to be fooled by systems 
enhanced by security theater that are not really secure.   
 Given the finding from previous research that showed 
significant effects in perceived security when security theater 
methods were employed, it is puzzling that those effects were 
not found here.  It could be that security theater variables 
associated with increased confidence in system security are  
prevalent only in internet-based systems, and not applicable to 
physical systems as tested here. Or perhaps, security theater 
features only increase security perceptions in non-voting based 
scenarios. Further research is needed to answer these types of 
questions. 
 Other factors that might have impacted the results 
presented in this paper include the type of security theater 
elements incorporated into the paper ballot. All elements were 
visual and were based directly off the previous e-commerce 
research. Studies should explore if other types of visual 
features, or even more complex voter procedures and sounds, 
might be more effective than the ones used here. 
 One potential limitation of the research was that the 
participants in this study were young, educated, US eligible 
voters. Research should continue to explore if the findings can 
be extended across various voting groups. Even though our 
sample was young, they were nonetheless real voters, and it is 
likely that other more diverse voters will perceive the systems 
in the same way. That said, it is plausible that other groups of 
voters might think about the systems totally differently. While 
there are limitations to this research, it is a first step in 
understanding how voters might perceive voting system 
security and how to make them confident in their assigned 
methods so that they freely participate in elections. 

Finally, it should be noted that even the most secure 
system test here was judged to be relatively insecure (2.35 on 

a 5 point scale). This strongly suggests that additional research 
needs to be undertaken to identify voting systems that are 
perceived as highly secure, or better understand how to create 
such systems. 

In summary, the advanced security features positively 
impacted voters’ perceptions of system security—indicating 
that people accurately assessed the safety of the provided 
voting methods. This finding is promising since it suggests 
that in real elections, there is the potential for voters to assess 
accurately a system’s security and then make decisions based 
on this information. 
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